MMAMSITKA )
JUI OBYYAIOIIKXCSI OB UHOOPMALIMOHHOM BE3OIACHOCTH
NETEM

HEJIb34

1. Bcem moapsizi cooO1iaTh CBOKO YacTHYIO HH(POPMAIHIO (HacTosmue umsi, pamuimio, TenedoH,
azpec, HOMep IIKOJIbI, a TakkKe GoTorpaduu CBOU, CBOCH CEMbU U IPYy3€i);

2. OTKpBIBAaTh BIIOKEHHBIE (DAMIIBI AJIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIH OTIPABUTENS;
3. I'pyOuTh, npuaANpaThCs, OKa3bIBaTh JaBICHHE — BECTU CEOsI HEBEXKIIMBO U arpeCCUBHO;

4. He pacniopsxaiicst AeHbraMu TBOEH ceMbH 0€3 pa3pellleHrs CTaplInX - BCeria CrpammBai
poaMTEIIeH;

5. He Berpeyaiics ¢ IHTEpHET-3HAKOMBIMU B PEAIbHOM KU3HU - IIOCOBETYNCS CO B3POCIIBIM,
KOTOPOMY JOBEpsieIIb.

OCTOPOXHO

1. He Bce numyT npaBay. Unuraens o cebe Henpasay B MIHTepHETE — c000IIM 00 3TOM CBOUM
POUTENSIM HJIH ONICKYHAM;

2. [IpurnamaroT nepenuchBaThCs, UTPaTh, 0OOMEHUBATHCA - IPOBEPD, HET JIM TI0JIBOXA;
3. HesakonHoe konmpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;
4. Beerna pacckaspiBail B3pOCIIBIM O TIPoOJIeMaxX B CETH - OHU BCETa TIOMOTYT;

5. Vcnionb3yii HaCTpOWKH 6€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATH CBOM aKKayHTHI B
COILICETAX U JPYTUX MOpTaax.

MOXHO

1. YBaxkaii Ipyrux nojb30BaTelieii;

2. llonb3yenibcst IHTEpHET-UCTOUHUKOM - JIeail CCUIKY Ha HETO;
3. OTKpBbIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6uaThes 32 MOMOILBIO B3POCIBIM - POJAUTENHN, ONEKYHBI U aIMUHUCTpalUs CaiiToB Bceraa
IIOMOT'YT;

5. llpoitnu obyuenue Ha caiite «CeTeBUYOK» U MOIYIH MMACTIOPT IIU(GPOBOTO TpaxKTaHuHA !

[Mucemo Munobpuayku Poccuu ot 14.05.2018 Ne 08-1184

O nanpaBneHUN UHPOpPMAIIH

© Matepuan u3 CrpaBouHoii cucteMbl «O0pa3oBaHUEY.

[MoxpoGwuee: http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0
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NHO®OPMALIMOHHAS ITAMSATKA VIS OBYYAIOINUXCA

C KaXXIbIM I'OA0OM MOJIOJACKHU B MHTCPHETC CTAHOBUTLCA 6OJ'H)HI€, a IMIKOJIbHUKH OJHHU U3 CaMbIX
aKTUBHBIX NOJb30BaTenel Pynera. Mexy TeM, HOMUMO OTPOMHOI'0 KOJIMYECTBA
BO3MOYKHOCTEH, UHTEPHET HECET U MPOOJIeMbl. DTa MaMATKa JJ0JKHA IOMOYb Tebe 6e301macHo
HaXOJUTHCS B CETH.

KommbiorepHbie BUPYCHI

KomrmbioTepHblit BUPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX TPOrpaMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B 1onoHeHne K 3ToMy,
BUPYCHI MOT'YT OBPEUTH WU MOJTHOCTHIO YHUUTOKUTH BCe (ailiibl U TaHHBIE,
MOJIKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHHU KOTOPOTo ObLIa 3aITylieHa 3apakEHHas IporpamMma,
a TaKkKe MOBPEIUTh WK JaKe€ YHUUYTOKUTH ONEPAIIMOHHYIO CUCTEMY CO BCEMU (ailiamMu B
1esnoM. B 60obIIMHCTBE CllydaeB pacIpOCTPAHAIOTCS BUPYCHI Yepe3 HHTEPHET.

Mertoas! 3aIIUTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Mcionp3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBL, UMEIOLINE CEPHEZHBIN YPOBEHD 3AILUTHI
OT BPEJOHOCHBIX ITPOrPAMM;

2. IlocTtosiHHO ycTaHaBiMBal nayT (HU(pPOBbIE 3aIIaTKH, KOTOPbIE aBTOMAaTHYECKH
YCTaHaBJIMBAIOTCS C LENbI0 JOPAOTKU MPOrpaMMBbl) M Jpyrue OOHOBJIEHUS CBOEH ONEepalluOHHON
cuctembl. CkaunBail UX TOJIBKO ¢ oUIIHANTBHOTO caiiTa paspadorunka OC. Eciu cymectByer
PEKUM aBTOMATUYECKOI0 OOHOBJICHHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IIOA ITpaBaMHM IIOJIB30BATEIIA, @ HE aIMHUHUCTPATOpA. 9TO0 HE
IIO3BOJIMT GOHBI_HI/IHCTBY BPCAOHOCHBIX IIPOrpaMM HHCTAJLJIMPOBATLCA HA TBOCM IIEPCOHAIIbHOM
KOMIIBIOTEPE;

4. Mcnonp3yli aHTUBUPYCHBIE IPOTPaMMHBIE ITPOTYKTHI U3BECTHBIX MPOU3BOIUTENEH, €
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (pU3HYECKHA JOCTYH K KOMIIBIOTEPY [Tl TIOCTOPOHHUX JIMIL;

6. Mcnonp3yii BHEIIHKUE HOCUTEIN UH(OpMAaINK, Takue Kak (rerika, TUcK win (aiin u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBaii KOMIbIOTEpHBIE (paiiiIbl, MOTyUYECHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. [laxke Te
(haiisbl, KOTOPHIC TIPUCITAN TBOK 3HAKOMBIN. JIydIlie yTO4HM y HET0o, OTIPABIISII JIM OH TEOE UX.

Cetu WI-FI

Wi-Fi - 3T0 He BU/I Iepeadyn JaHHbBIX, HE TEXHOJIOTHs, @ BCEro JIUIIb Opew, mapka. Eme B 1991
roJly HUAepiaHackas KoMnanus 3apeructpuponaia opern « WECA», 9yro o603Ha4ano
cnoBocoueTanue «Wireless Fidelity», KoTopblii epeBOIUTCS KakK «OeCIpOBOIHAS TOUHOCTD).

Jlo Hallero BpeMeHH JIoIIIa Apyras ab0peBuaTypa, KOTopas sIBJISeTCs TaKOH K€ TEXHOIOTUEH.
Oto abOpeBuatypa «Wi-Fiy». Takoe Ha3BaHMe OBUIO 1TaHO C HAMEKOM Ha CTaHAAPT BHICIIUI
3ByKkoBoU TexHUKH Hi-Fi, uTo B epeBo/ie 03HaYaeT «BBICOKAs TOYHOCTDY.



Jla, GecruiaTHBIM HHTEPHET-IO0CTYI B Kae, OTENAX U adpoIropTax sSBISETCS OTIUYHON
BO3MOXXHOCTBIO BBIX0J1a B MHTepHET. HO MHOTHE 3KCTIEPTHI CYUTAIOT, YTO 00MIe0CTyITHbIe Wi-
Fi cetu He aBisroTCs O€30IIaCHBIMU.

CoBeTsl 110 6€30MaCHOCTH paboTe B 00MIEAOCTYHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro muuHyr0 uHGOpMaruio yepe3 odmenoctynasie Wi-Fi cern. Paboras B
HUX, XKeJIaTeIhbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI M KAaKUE-TO HOMEpPa;

2. Uctionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMBbI U Opanamayep. Tem caMbIM Th
obe3omnacuiib ceOst OT 3aKavKH BUPYyca Ha TBOE YCTPOMCTRO;

3. IIpu ucnonp3oBanuu Wi-Fi otkimroun ¢pyHknumo «OO0mmit JocTyn K (aityiaM U IpuHTEpam».
JanHast QyHKIHMS 3aKphITa 10 YMOJIYaHUIO, OJJHAKO HEKOTOPHIE MOJIH30BATEIN AKTUBUPYIOT €€
1151 ynoOCTBa UCTIONIb30BaHUs B paboTe WiH ydeoe;

4. He ucnons3yit myonnunsiii WI-FI 17151 nepegaun AMUHBIX JaHHBIX, HAPUMEP ISl BBIXOJA B
COLIMAJIBHBIE CETU WM B 3JIEKTPOHHYIO I10UTY;

5. Nmonp3yit Toapko 3amuiienHoe coenunenne yepes HTTPS, a ue HTTP, T.e. npu HaGope BeO-
ajzipeca BBOAM UMEHHO «https://»;

6. B moObunpHOM Tenedone otkimoun ¢pynkuuio «llonkmoyenne k Wi-Fi aBromatnuecku». He
JOTTyCKail aBTOMaTHIECKOTO TTOAKIIOUEHUS yCTpoicTBa Kk ceTaM Wi-Fi 6e3 TBoero cormnacwusi.

ConualibHble CETH

ConmanbHbIe CETH aKTUBHO BXOJST B HAIIY KH3Hb, MHOTHE JIFOAW PAa0OTAIOT U KHUBYT TaM
MIOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MUIIITHAP YEIIOBEK, YTO SIBIISETCS OJHOM
cebMOM BCeX JKUTeNel T1aHeTbl. MHOTHE MOJIb30BaTeNIN HE MOHUMAIOT, UTO UH(pOpMaIys,
pa3MellleHHas UMH B COLIMAIBHBIX CETAX, MOKET OBbITh HaliZIeHa U MCII0JIb30BaHa KEM YrOAHO, B
TOM YHCJI€ HE 0053aTENIbHO ¢ O1aruMHU HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COIIMAIBHBIX CETAX:

1. Orpanunyb crucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJKHO OBITh CIIy4aiHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amuiiail cBoro yacTHYIO *Hu3Hb. He yka3biBail maposiu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUS U JPYTYIO JUUHYIO0 HHPOPMAIHIO. 3T0YMBIIUIEHHUKHA MOTYT HCIIOJIb30BaTh JaXe
MH(POPMALIHIO O TOM, KaK Thl M TBOM POAUTENH IUIAHUPYETE IPOBECTU KAHUKYJIbI;

3. 3amuimnaii CBOI peryTaIuio - AEP>KU €€ B YUCTOTE U 3a1aBail ceOe BOMPOC: XOTeN ObI ThI,
YTOOBI APyTUe MOIB30BATENN BUJIEIH, YTO ThI 3arpysxaemib? [logymaii, mpexae 4em uTo-To
OITyOJINKOBATh, HAIHCATh U 3aTPY3UTh;

4. Ecau Tbl TOBOPHILIB C JIFOABMH, KOTOPBIX HE 3HACIIIb, HE HCIIOJIb3Yl CBOE PEAIbHOE UMS U
JIPYTYIO TUYHYIO HHPOPMAIUH: UMSI, MECTO KUTEIIbCTBA, MECTO y4eObl U MpoYee;

5. N36eraii pazmemenus Gororpaduii B THTEpHETE, I/Ie THI N300pa’keH HA MECTHOCTH, 110
KOTOPOU MOYKHO OIPEICITUTH TBOE MECTOIOJIOKECHHUE;



6. [Ipu peructpanuu B CONMATBLHON CETH HEOOXOUMO UCIIOIB30BATh CIOXKHbBIE TTAPOJIH,
cocTosmue u3 OykB ¥ U(Pp U ¢ KOJTUIECTBOM 3HAKOB HE MEHee §;

7. JAng conuanbHOM ceTH, MOYTHI U APYTHX CallTOB HEOOXOIMMO HUCIIOJIb30BATh Pa3HbIe MapOIH.
Torna ecnu Te€6s1 B3110MAIOT, TO 37I0YMBIIUIEHHUKH MTOJIy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a
HE BO BCE Cpasy.

DIIEKTPOHHBIE IEHBIU

DJEeKTPOHHBIE ACHBI'M — 3TO OYEHb YAOOHBIH CIIOCO0 MaTexei, 0OJHAKO CYIIEeCTBYIOT
MOILIECHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JCHBIH.

9J'I€KTpOHHI)I€ JACHBI'M ITOABUJINCH COBCEM HEAABHO M1 UMCHHO H3-3a 3TOI'O BO MHOI'NX
rocyaapcCTBax 40 CUX IIOP HEC NPOIHNCAHO MMPO HUX B 3aKOHAX.

B Poccun ke onu (1)}’HKI_[I/IOHI/Ipy}OT 1 O HUX YK€ IIPOIMUCAHO B 3aKOHEC, I'’IC UX PAa3AC/IAOT Ha
HECKOJIBKO BHUJ0B - aHOHMMHBIC 1 HC aHOHHUMHBIC. Pa3H1/1ua B TOM, YTO aHOHHUMHBIC - 3TO TC, B
KOTOPBIX pa3pCiacTCAa HPpOBOAUTH OIICpAllUA 0e3 I/II[eHTI/I(I)I/IKaI_[I/II/I IIOJIB30BaTCliA, a B
HECAaHOHUMHBIX I/I)I@HTI/I(bI/IKaIII/II/I I10JIE30BaTEIA IBIIIETCS 00S3aTCILHOM.

Takxe creayeT pa3nmuvarh MICKTPOHHBIE (PUATHBIC ACHBIY (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM )
Y DJIEKTPOHHbIE HE(HUATHBIE IEHbI'H (HE PaBHBI TOCYJapPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 0€30MacHOI paboTe C AJIEKTPOHHBIMU JE€HbIAMHU:

1. [IpuBsiku K cueTy MOOUITBHBIN TeseoH. DTO caMblif y10OHBIN U OBICTPBIN CLIOCOO
BOCCTAHOBUTBH JIOCTYII K cueTy. [IpuBsi3aHHbIi TenedoH momMoxeT, eciau 3a0y/ens CBOH
IJIATEKHBINA MAPOJIb WM 3aielIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnone3yit ogHOpa3zoBkie mapoiu. [locie mepexoma Ha yCUIICHHYIO aBTOPHU3AIHIO Te0e yxKe
He Oy/eT yrpoKaTh OMACHOCTh KPakH W MepexBaTa MIaTeKHOTO Mapois;

3. Beibepu croxxHslil mapons. [IpectynHukam Oyner He MPOCTO yraaath CIOXKHBIN Mapoib.
HanexHble mapoiau — 3T0 Mapoiiu, KOTOpbIE COJEPKaT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B €051
CTPOYHBIE U MPOIMHUCHBIE OYKBBI, HUGPHI U HECKOJIBKO CUMBOJIOB, TAaKHE KaK 3HAK J0JUIapa,
(dyHTa, BOCKIHMIIATEIbHBIN 3HAK U T.11. Hampumep, StROng!;;

4. He BBOAM CBOM JINUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEIIb.
OneKTpoHHAas NOHTa

DNEeKTPOHHAs NoYTa — 3TO TEXHOJIOTHUS U NIPEAOCTABIISIEMBIE €10 YCIYTH 110 MIEPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIIEHH, KOTOPBIE PacHpeIeIII0TCS B KOMIIBIOTEPHOU CETH.
OOBIUHO AJIEKTPOHHBIN MOYTOBBIH SIIUK BBIMIAIUT CIACTYIOLIMM 00pa3oM:
MMs_TIOJIb30BaTENSI(@UMs_JIoMeHa. Takxke KpoMme nepeadyn IpocToro TeKCTa, UMEeTCs
BO3MOXHOCTb IlepeaBaTh (haibl.

OCHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ ANEKTPOHHON TTOYTOM:
1. Hago BBIOpaTh paBUIIBHBIN MOYTOBBINA cepBHC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD

6GCHJIaTHBIX IMMOYTOBLIX CECPBUCOB, OAHAKO JIYYIIC JOBCPATH TEM, KOT'O 3HACIIb U KTO HCpBbIﬁ B
pEUTHHTE;



2. He yka3biBaii B TMYHO# mouTe JM4yHyto HHpopmManuio. Hanpumep, nydrie BeIOpaTh
«MY3bIKaTbHBIN _(aHaT@» minn «pok2013» BmecTo «remal3»;

3. Ucnonp3yil IByX3TallHYI0 aBTOPU3aLMI0. DTO KOTJja IOMUMO MapoJisi HyKHO BBOJUTH KO/,
pucbUIaeMbIi 10 SMS;

4. BeiOepu CIOXKHBIN Maposb. [[1s KaK0ro mouTOBOTO SITUKA TOJDKEH OBITh CBOM HAJIC/KHBIMH,
YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecam ecTh BO3MOXKHOCTB HAIMCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIB3YH OTY
BO3MOXHOCTB;

6. Mcrionb3yi HECKOJIBKO NOYTOBBIX AIMIKUKOB. 1IepBbIi 151 4aCTHOM MEPENUCKU C aIpecaTaMu,
KOTOPBIM Thl JOBEPSAECILL. DTO AIEKTPOHHBIN aJipec HE HAaJI0 UCII0JIb30BATh IIPU PETUCTPALIUY Ha

dbopymax u caitTax;

7. He oTkpbiBait (haiiiel U Jpyrue BIOKEHUS B MUChMaX J1a’ke €CJIM OHU MPUIILIA OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIIPABIISUIN JIH OHU Te0e 3TH (haiisl;

8. [Tocne okoHUaHUs pabOTHI Ha TOYTOBOM CEPBHCE MIEPE]T 3aKPHITUEM BKIIATIKU C CATOM HE
3a0yabp HaXKaTh Ha «BBIATIY.

KubepOymnuHr uiu BUPTyalbHOE N3EBATEIBCTBO

KubepOynimuHr — npecieoBaHie COOOIICHUIMU, CO/IEPKAIIUMU OCKOPOJICHUS, arPECCHIO,
3aIyrUBaHKe; XYJIUTAaHCTBO; COIIMAIbHOE OOMKOTHPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiicst B 601. JIyumuii crioco6: mocoBeTOBaThCS Kak ceOsi BECTH M, €CIIM HET TOTr0, K
KOMY MOYHO O0paTUThCA, TO BHaYaJIe YCIIOKOUThCS. ECiin Tl HaYHEIh OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €lle 0O0JIbIle pa30XiKelllb KOH(IUKT;

2. YrpaBisii cBoei KuOeppernyTaimei;

3. AHOHUMHOCTH B CETH MHUMas. CYIIIGCTBYIOT CcocoObI BBIICHHUTB, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUI 00pa3 BUPTyalbHOM KU3HU. IHTepHET pUKCHUpYET BCE TBOU
JEUCTBUSI I COXPAHSIET UX. Y JAIUTh UX OYJeT KpalHe 3aTpyIHUTEIBHO;

5. CoOmtoait cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHn4HbINH HeratuB. OJHOpa30Bble OCKOPOUTEIbHBIE COOOIICHNUS JTyYllle
UrHopupoBaTb. OOBIYHO arpeccust NPeKpaIlaeTcs Ha Ha4YaJIbHOW CTaluy;

7. ban arpeccopa. B nmporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COLIMATTBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIPABKU COOOIIEHUH C ONPEIEICHHBIX apecoB;

8. Ecimm ThI CBUIACTCIIb KI/I6ep6y.TIJ'II/IHFa. Tsou HeﬁCTBHHZ BBICTYIIUTH IIPOTUB MIPCCIICAOBATCIIA,
IIoKa3aTb €My, 4TO €TI0 I[GflCTBI/IH OLCHUBAIOTCA HCTaTUBHO, NIOAACPKATD KCPTBY, KOTOpOfI



HYXHAa IICUXOJOTNYCCKas ImmoMOIlb, COO6H_II/ITB B3pPOCJIBIM O (baKTe arpC€CCUBHOTO IMMOBCACHHUA B
CCTH.

MobwibHbIN TenehoH

CoBpeMmenHbIe cMapT(OHBI U IUTAHIIETHI COJIEPKAT B ceOe BIOIHE B3POCIBIN (PYHKIIMOHAT, U
TeTepb OHU MOTYT KOHKYPHPOBATh CO CTALMOHAPHBIMH KOMITbIoTepaMu. OHAKO, CPEICTB
3aIUTHI JUI TOJOOHBIX YCTPOUCTB MOKA OYSHb Maslo. TeCTUPOBAaHUE U MTOUCK YSA3BUMOCTEH B
HUX TPOUCXOJNUT HE TaK MHTEHCHBHO, Kak st [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX

MIPUIIOKEHUN.

CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl y)Ke MPAKTUUECKU JOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacuupenue (pyHKIMOHAIA BI€YET 32 COOO0M OOJIBIIYIO CIOKHOCTh ¥ MEHBIIYIO 3AIUIEHHOCTb.

Jlaneko He Bce MPOM3BOAUTENH BBITYCKalOT OOHOBIICHHUS, 3aKPbIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIC COBETBI JJIA 0e30IMacHOCTH MOOUILHOTO TeJ'IC(I)OHaZ

1. Huuero He siBisieTcs o-HacTosmeMy OeciuiaTHeIM. byabs ocToposkeH, Belib Koraa Tede
MpeUIararoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCITYTH;

2. dAymaii, mpexzie ueM otnpaButh SMS, ¢oto nim Buaeo. Thl TOUHO 3HAEIIb, I7ie OHU OYAYT B
KOHEYHOM HUTOre?

3. Heo0xoaumMo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapT(oHa;
4. Victionb3yit aHTUBUPYCHBIE IPOTPAMMBI JJIs MOOMIIBHBIX TeIe(hOHOB;

5. He 3arpy»xaii nprJIO)KE€HHUSI OT HEU3BECTHOIO UCTOYHUKA, BEJb OHU MOT'YT COJIEPKATh
BPEIOHOCHOE MpOorpaMMHOe 00ecIieYeHue;

6. [Tocne Toro Kak Thl BBIMICIIB C CaiiTa, TJIe BBOJIWII JIMUHYIO HH(OPMAITNIO, 3211 B HACTPONKH
Opaysepa u ynanu cookies;

7. HepI/IOI[I/I‘-IeCKI/I HpOBep}Iﬁ KaKHUC IJIAaTHBIC YCIIYI'H aKTUBHUPOBAHBI HA TBOCM HOMCPC;

8. JlaBaii cBOif HOMep MOOMIIBHOTO Tene(OoHa TOJIBKO JIFOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIb;

9. Bluetooth momkeH OBITh BBIKIIFOUEH, KOTJIa THl M HE TOJIb3yelnbes. He 3a0biBaii nHOT 1A
MPOBEPSATH 3TO.

Online urper

COBpCMeHHBIG OHHaﬁH-HFpLI - 9TO KpaCOYHBIC, 3aXBAThIBAIOIIUC PA3BJICUYCHMA, O6LGJII/IH$IIOHII/IC
COTHH TBICAY YCJIOBCK 110 BCEMY MUDY. I/IFPOKI/I HUCCIICAYIOT I[aHHBIﬁ UM MUp, O6H_IaIOTC$I APYyT C
APYroMm, BBIIIOJIHATIOT 3aJaHusd, CPAKAOTCA C MOHCTpaMU U IMOJIY4arOT OIIBIT. 3a YAOBOJILCTBUE
OHU IJIATAT: HOKYIIAOT JUCK, OIIJIaYUBAIOT a0OHEMEHT WIIN HpI/IOGpCTaIOT KaKHuC-TO OIIIHH.



Bce 31u cpeacTBa uayT Ha noAAepKaHUE M pa3BUTHE UTPHI, a TAKXKe HA caMy 0€30MacHOCTb:
COBEPULICHCTBYIOTCS CUCTEMbI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIE AaTUX (LIMPPOBBIE 3aIIaTKU
JUIsL IPOTPaMM), 3aKPbIBAKOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HI:>IX HUIrpax CTOUT OIIACaAThCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaKHU TBOCTO
mapoJjigd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpHU3aAllUA OONBIIMHCTBA urp.

OCHOBHBIC COBETHI 10 OE30IIaCHOCTU TBOCTO HUI'POBOI'0 aKKAayHTa:

1. Ecniu npyroii urpok BeneT ceOsl II0X0 WK CO3/aeT Tebe HENPHUATHOCTH, 3a0JI0KUpPYHl ero B
CIIUCKE UTPOKOB;

2. [oxanylicsa aIMMHUCTPATOPAM UTPhI HA IJIOX0E NOBEAEHUE 3TOI0 UTPOKA, JKEIATEIBHO
MIPUJIOKUTD KaKUE-TO JOKA3aTEJIbCTBA B BUJE CKPUHOB;

3. He ykaspiBaii mTuuHyto nHGOpMaIuio B podaiine urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoduIinaaIbHbIE TATYH U MOJIBI,

6. Mcnionb3yi ClI0’KHBIE U pa3Hble apoJiy;

7. Jaxe BO BpeMs UI'PBI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [I0Ka ThI Urpaelb, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

OunIMHT UIn KpaKa JIUIHBIX JaHHbIX

OOBIUHOM Kpaxkell TeHET U JOKYMEHTOB CETOHS YK€ HUKOTO HE YAUBUIIE, HO C PA3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBIIUIEHHUKHN NIEPEMECTUIIUCH B HHTEPHET, U IIPOJIOIIKAIOT
3aHUMAThCS JTFOOUMBIMY JCTIOM.

Tak nosiBui1ach HOBasi yrpo3a: HHTEpHET-MOUIEHHUYECTBA WK (DUIIMHT, TJIaBHAs LeJIb KOTOPOTo
COCTOUT B MOJIyYCHUH KOH(PHUIESHIMATBHBIX JaHHBIX MOJIb30BaTeNIel — JIOTUHOB U maposiei. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing — priGHas noBis, password —
1apoJib).

OCHOBHBIE COBETHI IO OOPHOE C PUITHHTOM:

1. Cnemu 3a cBoMM akkayHTOM. Eciti THI Mo103peBaeiib, 4YT0O TBOSI aHKeTa OblIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKHPOBATh €€ U COOOIIUTH aIMHUHUCTPATOPAM pecypca 00 3TOM KaK MOXXHO
cKopee;

2. Ucnionw3yii 6e30macHpie Be0-CalThl, B TOM YHCIIe, HHTEPHET-MAara3nHoOB U TOMCKOBBIX CHCTEM;

3. Ucnonp3yit CIOXKHBIE U pa3HbIe Mapoyik. Takum o0pa3oM, ecitu Te0s1 B3JIOMalOT, TO
3MI0YMBIIUICHHUKH MOIYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te6s B3oManu, TO HEOOXOAUMO NPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPhIE
n00aBIeHBI y TEOSI B IPY3bsIX, O TOM, YTO TeOsI B3JIOMAIH U, BO3MOXKHO, OT TBOETO UMEHH OyIeT
pacchUIaThCs CliaM U CChUIKHM Ha (PUITUHTOBBIE CAlTHI;



5. YcranoBu HanexHbli napois (PIN) Ha MOOMIBHBIN Tene]oH;
6. OTKIIIOYM COXpaHEHUe MapoJist B Opaysepe;

7. He oTkpsbiBaii (aitnel v Apyrue BIOKEHUS B MUChbMaX AaKe €CJIM OHH MPHIILIH OT TBOUX
npy3ei. Jlydie yrouyHu y HUX, OTIIPABIISUIH JTH OHU TeOe 3TH (haliibl.

udposas penyranus

udposas penyranus - 3T0 HEraTUBHASI WM MO3UTHUBHAS HH(OpMAIUs B ceTH O Tebe.
Kommpomerupytomias nHpopmaius pa3MelieHHas B UHTEPHETE MOXKET CEPhE3HbIM 00pa3oM
OTPa3UThCs Ha TBOEH peanbHOM ku3HU. «Ludpoas pemnyraus» - 3T0 TBOM UMHJIK, KOTOPBIH
(dbopmupyercst u3 nHpopmanuu o Tede B UHTEPHETE.

TBoe MecTo XHUTeNnbCTBa, yueObl, TBOE (UHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKU JETKOMBICIEHHO OTHOCSITCS K IMyOJIMKAIMK JTMYHOM HH(OpMAaILINK B
HNurtepuere, He TOHUMAasi BO3MOXHBIX TOCJIEICTBHM. ThI 1ake HE CMOXKEIIIb JIOTaIaTbCs O TOM,
yTo oTorpadus, pa3MelieHHas 5 IeT Ha3a 1, cTajla IPUYUHON 0TKa3a MPUHITH Te0s Ha padoTy.

KommenTapumn, pazmenierure TBoux ¢potorpaduid U Apyrue ISUCTBUS MOTYT HE HCUE3HYTh JIaXKe
MOCIIE TOTO, KaK ThI MX yJAIHIIG. Thl HE 3HACIIH, KTO COXPAHHII 3TY HHPOPMAIHUIO, ToMaia I
OHA B MTOMCKOBBIE CUCTEMbI M COXPAHUIIACh JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O Tebe
OKpYKaroIIee J0I1, KOTOPhIe HAWIYT M YBUIAT 3T0. HaliT mHpOpMAIIO0 MHOTO JIET CITYCTS
CMOJKET JIF00011 - Kak U3 100pbIX NOOYKACHH, TaK U C HAMEPEHUEM PUIUHHUTD Bpea. DTO
MOXET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3alIMTe [U(PPOBOIT penyTauu:

1. Ilogymaii, mpex/ie 4yeM 4To-To MyOJIMKOBaTh U NiepeaaBarth y ceOs B 6J10re MM B COLUATBHOM
CeTH;

2. B HacTpoiikax mpoduisi yCTAHOBU OTPaHUUYEHUS Ha IIPOCMOTP TBOETO MPOQUIISI H €r0
COAEPKUMOT 0, CIIeJIald €T0 TOJIBKO «JIJIs IPY3eii»;

3. He pa3smemnaii u He yka3pIBail HHPOPMAIIHIO, KOTOPAas MOXKET KOTO-THO0 OCKOPOJISAThH WK
00MXKaTh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIe IIKOJBHUKN- aKTUBHBIE TOJIb30BaTENN IIM(PPOBOro npocrpancTsa. OqHaKo
JTAJIEKO HE BCE 3HAIOT, YTO I0JIb30BaHNE MHOTUMU BO3MOKHOCTSIMH LIU(POBOro MUpa TpedyeT
COOITIOICHHS ITPAB HA MHTEIIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMmuH «uHTEMIEKTyallbHAs COOCTBEHHOCTH» OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HAYMHAsl C HOBBIX M300pETeHNU 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha IPOAYKTHI U YCIYTH , ¥ 3aKaH4YMBasi KHUTamH, ¢poTtorpadusamMu, KHHOPUIBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE ITpaBa - 3TO NMPaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS HAYKH,
JUTEPATYPBI U UCKYCCTBA. ABTOPCKHE IPaBa BBICTYIIAIOT B KAYECTBE FapaHTUH TOT'O, YTO



MHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa He OyAET HalpacHbIM, JJaCT €My CIIpaBeIIUBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3y/IbTaTax CBOETO TPYAA, MOJIYYUTh U3BECTHOCTh U IPU3HAHUE.
HuxkTo 6e3 pa3pemieHus aBTopa He MOXKET BOCIIPOM3BOAUTH €T0 MIPOU3BEICHHUE, PACTIPOCTPAHSATH,
yOJINYHO IEMOHCTPUPOBAThH, IPOAABATH, UMIIOPTUPOBATH, ITyCKaTh B IIPOKAT, IyOIMYHO
UCHOJHATD, [IOKA3bIBATH/UCHIOIHATDH B A(Hpe WU pa3Meriats B IHTepHeTe.

Hcnonp3oBaHue (IHUPATCKOTO» MPOrpaMMHOTO obecrieyeHusT MOKET IMPUBECTHU K MHOTUM
PpUCKaM: OT MMOTCPU JAHHBIX K TBOUM dKKayHTaM J10 6J'IOKI/Ip0BKI/I TBOCTO yCTpOﬁCTBa, rac
YCTaHOBHCHHBIﬁ HC JICTaJIbHAsA MporpamMmma. He ctout Taxxe 32[6LIB3.TL, 4TO CYHICCTBYCT
JIeTaJIbHEIC U OeCIIaTHRIE ImporpaMmal, KOTOPBIC MOXKHO HaAWTH B CETH.

O noprane
CereBU4OK.p( - TBOM TJIABHBIM COBETYHK B CETH. 3/1€Ch ThI MOKEIIh Y3HATH O 0€30MaCHOCTH B
CETH TIOHSATHBIM H JIOCTYITHBIM SI3bIKOM, a TIPU BO3HUKHOBEHUH KPUTHUECKON CUTYAIHH

0o0paTHThCS 32 COBETOM. A TakKe MPHUHATH y9acTHE B KOHKYpPCaX U CTaTh CAMBIM IIU(PPOBLIM
rpaxaaHuHOM !

[Mucemo Muno6pnayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasienun uadpopmanuu”



